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Combining Fuzzing and Symbolic Execution
for Debugging

Description

Fuzzing is a great technique to, for example, discover and reproduce software system vulnerabilities. However,
there exist problems with finding test inputs for complex checks (e.g., string equality checks). On the other
hand, symbolic execution is able to find inputs for branches that are the hard to reach, but is comparably slow
and uses a lot of computational power. Recent approaches propose to combine fuzzing techniques with symbolic
execution to effectively tackle their individual problems [1, 2].

The student should examine and discuss different approaches that combine symbolic execution and fuzzing
techniques in the context of debugging.
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