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Master Thesis Topic
Grammar-based Fuzzing for Model-Driven
Software Engineering (MDSE) Tools

Motivation and Background
Fuzzing for fuzz testing [1] is an established technique that aims to discover unexpected program
behavior (e.g., bugs, security vulnerabilities, or crashes) by feeding automatically generated data
into a program under test. However, the application of fuzzing to test Model-Driven Software
Engineering (MDSE) tools is still limited due to the difficulty of existing fuzzers to provide
syntactically and semantically valid input instance models that conform to a given meta-model. That
is, although input models are serialized in XM, the internal structure must form an abstract syntax
graph (ASG) that must at least be properly typed and adhere to additional validity constraints.
Otherwise, the system under test may reject the input and as a result, the core functionality of the
program remains untested. While grammar-based fuzzing techniques [2,3,4] are able to efficiently
produce syntactically valid XML files, it is unclear if they can be leveraged to effectively produce
input files that reproduce the internal structure of valid instance models. In particular, it is unknown
how well grammar-based approaches perform against existing MDSE fuzzing tools, e.g., MoFuzz [5].
Goals
The goal of this thesis is to explore grammar-based fuzzing techniques to fuzz MDSE tools and
compare against existing MDSE fuzzing approaches.
Description of the Task
The specific tasks are:
- Getting familiar with grammar-based fuzzing techniques and the Eclipse Modeling
Framework (EMF) [6]
- Develop a method to derive a grammar from a given EMF meta-model and integrate it into
an existing grammar-based fuzzer
- Perform an experimental evaluation of the implemented approach and compare against
existing MDSE fuzzing tools

Research Type

Theoretical Aspects: oA
Industrial Relevance: ok E
Implementation Hok Ak

Prerequisite

The student should be enrolled in the master of computer science program, and has completed the
required course modules to start a master thesis.

Skills required

Programming skills in Java, understanding of, or willingness to learn, the software engineering
methods (like fuzz testing) and tools (e.g., the Eclipse Modeling Framework) needed for the project.
Contacts

Hoang Lam Nguyen (nguyehoa@informatik.hu-berlin.de)

Software Engineering Group, Institut fir Informatik, Humboldt-Universitat zu Berlin
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