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Effective Bug Detection using Fuzzing

Description

Fuzzing can be used to effectively find bugs (vulnerabilities,crashes,...) in software systems. One major problem
is, e.g., the execution of branches that are protected by so-called " magic byte comparisons” (e.g., string equality
comparison). Previous techniques struggle to efficiently find the correct input values to execute these branches.
Recently, a program-state based fuzzing technique has been proposed that supposedly deals with this problem
at the minor cost of some execution speed [1].

The student is to examine and to discuss the technique given in the provided paper, to evaluate its capabilities
and to compare it to other fuzzing approaches.
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