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Motivation and Background

Fuzzing for fuzz testing [1] is an established technique that aims to discover unexpected program
behavior (e.g., bugs, security vulnerabilities, or crashes) by feeding automatically generated data
into a program under test. Generator-based fuzzing tools like Zest [2] rely on domain-specific input
generators to produce syntactically valid inputs (e.g., XML or JavaScript). These input generators
produce test inputs based on a sequence of different random choices that determine the syntactic
structure and semantic elements of the input. Currently, there is no straightforward way to guide
these generators towards producing inputs with particular input features, e.g., JavaScript programs
containing nested loops or strings with a specific length. Such guidance would enable different
applications, such as targeted test generation or explainable debugging based on input features [3].

Goals
The goal of this thesis is to extend Zest to enable input generation based on (predetermined or user-
defined) input features and evaluate the implemented approach.

Description of the Task
The specific tasks are:
- Understand the overall approach of Zest and become familiar with the implementation
- Design a set of input features based on the existing input generators of Zest
- Extend Zest in a way that the generators produce test inputs with the given features
- Evaluate the efficiency and effectivity of the implemented approach against baseline Zest

Research Type

Theoretical Aspects: Hkx
Industrial Relevance: ok
Implementation Hok Ak

Prerequisite

The student should be enrolled in the bachelor of computer science program, and has completed the
required course modules to start a bachelor thesis.

Skills required

Programming skills in Java, understanding of, or willingness to learn, the software engineering
methods (like fuzz testing) and tools (e.g., Zest) needed for the project.
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