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Stateful Fuzzing

Description

Fuzzing is a powerful testing technique, which is based on heuristic-driven random generation of test inputs.
Introduced by Miller et al. [3], fuzzing recently gained a tremendous research and industry hype for the
identification of security vulnerabilities. Often such vulnerabilities are hidden in specific states of the program
under test, and hence, a specific sequence of interaction is necessary to identify them.

Stateful fuzzing is a relatively new research topic, which tries to tackle this problem. For example protocol
fuzzing [1, 2] is one type of stateful fuzzing, which focuses on finding bugs in predefined sequences of interactions.
Recent work like [4] by Catherine Zuo, applies stateful fuzzing for the testing of file systems behavior.

The goal of this seminar topic is to collect the current research directions in stateful fuzzing. Therefore, it
is is necessary to perform an initial literature analysis based on the provided publications. The student should
examine and discuss the approaches given in the papers and compare them to each other and to similar existing
techniques. Additionally, the student is asked to provide a critical discussion of the current research directions,
which should also include an outlook for possible future work.
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