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Pr ot okol | e:
SMIP Sinple Mailtransport Protocol
Mai | erdriver zum Senden und Enpfangen
Frontend des Nutzers zum Senden
ESMIP Ext ended Sinple Miltransport Protocol
| MAP | nternet Message Access Protocol
POP  Post Ofice Protocol (Version 2, Version 3)
Front end des Nutzers zum Enpfangen
Mai | erdriver:
sntp-driver - intern
uucp — intern
x500 — extern
| ocal — Zusteller: rmail, mail.deliver, deliver, mail.l ocal
nissen sich synchroni sieren kénnen m t
dem Mai | fol derverwalter, der die Zugriffe
des Nut zer—-Frontends auf die gl obal en
Mai | f ol der des Nutzers erndglicht.
Mai [ filter:
vacati on — Ul aubsverwal tung (serverseitig)
filter — Filterprogramm (serverseitig)
Si eve — Filterprogramm (serverseitig)
procmai | — Filterprogramm (serverseitig)
spamassassi n — SPAM-Er kennungspr ogr anm
cl amav - Mrenfilter
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Mai | syst ene:
Sendmail mt Mlter
procmai |
Snmai |
Her st el | erspezi fi sche Mil systene:

SUN: Sol stice Internet Mail 2.0
COVPAQ DEC MAI Lwor ks, NAI Lbus 400
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Konfi guration von Sendnai |

Konfigurationsfile sendmail.cf wird durch Mi-Macros erzeugt!!!

Konfiguration eines Nullclienten unter Sol ari s:

cd /etc/mail/cf/cf
make # sendmail.nc --> sendnuil. cf
cp sendmail.cf /etc/mail/sendmail. cf

sendmail.nc file (Nullclient) fdr Institut:
di vert(-1)
#

# Komment are

#

di vert (0) dnl

VERSI ONI D( * @ #) sendnai | . nt 1.11 (Sun) 06/21/04")
defi ne(‘ conf CF_VERSI ON , * SOLARI S-I NF-2. 0c’ ) dnl
OSTYPE(‘ sol ari s8' ) dnl

DOMAI N( ‘i nformati k. hu-berlin. de’)dnl

defi ne(* conf PRI VACY_FLAGS , ‘goaway’)dnl
FEATURE( nul I cl i ent, mail box. $m dnl

MASQUERADE _AS(i nf ormati k. hu-berlin. de)dnl

DAEMON_OPTT ONS(‘ Nane=MSA4,  Fami | y=i net, Addr=127.0.0. 1,

Port =25, M=E ) dnl
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domai n—-Konfiguration: /etc/mail/cf/domain/informatik. hu-berlin.de.m
di vert(-1)

#

#

# J-P Bell 3.12.98
# fuer infornmatik. hu=berlin. de

#

di vert (0)

VERSIONID(* @#)informati k. md’ )

# feature(local _procmail, ‘/bin/procmail’)dnl

defi ne(' conf DEF_CHAR SET' , ‘ | SO-8859-1" ) dnl
define(‘conf SMIP_LOG N M5G , ‘$j Sendmai | $v/$Z; $b’)dnl
define(‘ conf SMIP_MAI LER , ‘esntp’)dnl

defi ne(*' conf MATCH GECOS' , ‘ True’)dnl
define('conf ME TOO , ‘False’)dnl

defi ne(* conf COPY_ERRORS TO , ‘ Postnmaster’)dnl

defi ne(‘ conf PRI VACY_FLAGS' , * aut hwar ni ngs, neednai | hel o, needexpnhel o, needvrfyhe
defi ne(‘ conf TRUSTED USERS , ‘ bel | , kaenpf er, maj or domi ) dnl
defi ne(‘ conf MAX_MESSAGE _SI ZE' , * 20000000 ) dnl

define(' conf EIl GHT_BI T_HANDLI NG , ‘ pass8’ ) dnl
FEATURE( ‘ al | masquer ade’ ) dnl

MASQUERADE AS(i nformati k. hu-berlin. de)dnl
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Konfi guration Ei ngangs—Mai |l server

Script zum Erzeugen und installieren von sendnuil . cf

#!'/ bi n/sh

# configurieren sendmail.cf fuer solaris master auf nail

../ SENDMAI L

[ opt/csw bin/gmd -D CF DIR =${SENDVAI L_CF}/ ${SENDMAI L CF}/ m4/cf.md nail .nt
sed "/"CE/ s/ CE/ #CE/ " | \
sed —e "/Timeout. hoststatus/s/#0 Q" -e "/ Ti nmeout. host status/s/30/10/"
sed "/Dinformatik/s/Oinformatik/Dmail.informatik/"> mail.sendmail . cf

cp mail.sendnmail.cf /opt/cswetc/mail/sendmail.cf
chnod 444 /opt/csw etc/ mail/sendnail . cf
chown root:bin /opt/csw etc/mail/sendnail . cf
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Mai | server Konfigurationsfile mail.nt
di vert(-1)
#
H
# XOSTYPE(sol ari s8) dnl
# XOSTYPE(sol aris2.m)dnl
VERSIONI D(* @ #) i nformati k. hu-berlin.de naster’)
OSTYPE(sol ari s2. m ) dnl
DOVAI N(i nf ormat i k. hu-berl i n. de) dnl
FEATURE(use _cw fil e)dnl
FEATURE( r edi r ect ) dnl
FEATURE( snrsh, /opt/csw | ib/snrsh)dnl
FEATURE(rel ay_entire_domai n)dnl
FEATURE( access _db, hash -T<TMPF> /opt/csw etc/ mail/access)dnl
FEATURE(‘ greet _pause’, ‘20000’)
FEATURE( dnsbl , spam i nfor mati k. hu-ber!in. de) dnl
FEATURE( ‘ rat econtrol ') dnl
FEATURE( ‘ conncontrol * ) dnl
FEATURE(‘ | ocal _procmail’, ‘/opt/csw |ibexec/dovecot/deliver’,
“/opt/csw | ibexec/dovecot/deliver —-d $u’)dnl
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def i
def i
def i
def i
def i
def i
def i
def i
def i
defi
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i
def i

ne("
ne(’
ne(’
ne(‘c
ne("
ne(’
ne(’
ne(
ne("
ne("
ne(’
ne(’
ne(
ne(
ne(
ne(
ne(
ne(
ne(
ne(

ne(" _ &
“ conf CACERT_PATH , ‘/opt/csw etc/ mail/cacerts/’)dnl
ne("
ne("
“conf SERVER CERT’ , ‘/opt/csw etc/mail/certs/ mail.peni)dnl

ne(

ne(
ne(’
ne(’
ne("
ne("

QUEUE DI R /opt / cswl var / spool / mqueue’ ) dnl
STATUS FlI LE /opt/csw/ etc/mail/statistics’)
MAI L_SETTI NGS Dl R’ “/opt/csw etc/mail/")dnl

conf CF_VERSI ON , * | NF-2. 0-MA-SOLARI S-2. 10-25’ ) dnl
conf DOVAI N NAVE , “informati k. hu-berlin.de’)dnl
ALI AS FILE , ‘/opt/csw etc/numil/aliases’)dnl
conf FORWARD PATH , “lusrl/ Forward/ $u. forward’ )dnl

“ conf MAX_HOP' , * 40’ ) dnl

confM N QUEUE AGE', ‘ 5ni ) dnl

conf CONNECTI ON _ RATE W NDOW SI ZE' , * 120’ ) dnl
conf DEF_USER ID ,‘ 0: 0’ ) dnl

conf I\/AX_I\/ESSAGE_SI ZE ,* 21000000’ ) dnl

“ conf MAX_DAEMON _CHI LDREN , * 200’ ) dnl

“conf MATCH _GECCS' , ‘ Fal se’ ) dnl

“conf REFUSE LA, 6’ ) dnl

“conf DELAY LA, ‘3" )dnl

“conf REJECT _LOG | NTERVAL' , * 5mi ) dnl

“conf TO I DENT , “ 0" ) dnl

“ conf HOST_STATUS DI RECTORY’ , * . host stat’ ) dnl
“conf TO HOSTSTATUS' , “ 5m ) dnl

LOCAL_MAI LER PATH , “/opt/csw | i bexec/ dovecot/deliver’)dnl

conf CACERT’ , ‘ / opt/ csw et c/ mai | / certs/ ca—chai n. pem ) dnl
confCRL’ , ‘[ opt/ csw/ etc/mail/certs/ca—-chai n-crl. peni)dnl

conf SERVER _KEY’ , /opt [csw etc/mail/certs/ mail —key. pem ) dnl
conf CLI ENT_ CERT’ “/opt/cswetc/mail/certs/mail c. pem)dnl
conf CLI ENT_KEY’ , ‘ /opt/csw etc/ mail/certs/ mail c—key. pem ) dnl
conf AUTH_ NECHANI SM5', ‘PLAIN LOG N DI GEST-MD5 CRAM-MD5' ) dnl
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TRUST _AUTH MECH(‘ PLAIN LOG N DI GEST-MD5 CRAM-MDS’ ) dnl
defi ne(‘ conf LOG LEVEL’ ,* 9’ )dnl
MODI FY_NMAI LER FLAGS( LCI:AL’ ‘—f’)dnl
MAI LER( pr ocrmai | ) dnl
VAI LER(I ocal ) dnl
MAI LER( snt p) dnl
| NPUT_MAI L _FI LTER(® spamassassi n’
“S=l ocal : /var/run/ sendmi | /sparrass. sock,
F=T, T=C. 15m S: 4mR4mE:10rri)an
| NPUT _ MAI L_FI LTER( cl amav’
~S=| ocal : / var/run/ sendmai | / ¢l amav-ni | t er . socket ,
F=T, T=C. 15m S: 4mR4mE:10rr1)an
I NPUT MAI L_FI LTER( greylist’
“S=l ocal : / var/ opt/ csw m | tergreylist/mlter—greylist.sock’)dnl
define(‘ conf M LTER MACROS CONNECT’ ,
‘b, j, _, {daenon_nane}, {|f _nanme}, {if _addr}’)dnl
defi ne( conf M LTER _MACROS ENVRCPT’
r, v, Z, {greylist}, {rcpt_ mai | er}, {rcpt _host}, {rcpt_addr}’)dnl
defi ne(‘ conf M LTER_MACROS_ENVFROM
“i, {auth_type}, {auth_aut hen} {aut h_ ssf} {aut h_aut hor},
{rral | mailer}, {mail _host}, {rral | addr}’ )an
def i ne( conf M LTER _ MACROS HELO ,
“{tls_version}, {cipher}, {ci pher bits}, {cert _subject},
{cert | ssuer}, {verify}’')d nI
define(* conf I NPUT_MAI L_FI LTERS ‘greylist, clamav, spanmassassi n’ ) dnl
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Mai | systemamInstitut - Sendmil

— Entw ckl ung der Struktur

— Struktur von Mailclienten und Miil servern

— Sicherheit und Mai l

— Statistik, Wartungstechnol ogi en und Unstel |l ung
Test fur Muil server:
telnet mail 25

ehl o host nane
openssl s client -starttls snmp —-connect nail:25 —-showcerts

ehl o host nane
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Mai | | esen
Pr ot okol | e:
( NFS - elm nmutt, pine)
| MAP, | MAPS - pine, thunderbird,
POP, POPS — pine, thunderbird,

| MAP/ POP - Server

UW | MAP Tool ki t

— University of WAashi ngton

POP2, POP3, POP3S, | NAP, | NMAPS
MDAs fir sendmail, postfix, procnail

Mai | box—For nat :

| NBOXes auf Mail server,

File

Let zt e Fassung 2008

Mai | server Cyrus - Carnegie Mellon University

POP3, POP3S, | MAP, | MAPS, KPOP
MDAs fiur sendmail, postfix, procmail

Mai | box—For nat :

ei gene Dat enbank

USERBOXes das Honedi rectory des Nutzers

| NBOXES und USERBOXes auf dem Mail server

(user.bell, user.bell.sent)

Shar ed Fol ders
Quot as
S| eve
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Cour i er

Dovecot

Mai | Server

POP3, POP3S, | MAP, | MAPS

MDAs fir Courier Mail Server, Qmil, Exim Postfix, Sendnail
Mai | box—Format: ndir

Quot as

— OpenSour ce

POP3, POP3S, | MAP, | MAPS

MDAs fUr sendmail, postfix, procnail

Mai | box—-Format: nbox, ndir, ndbox

| NBOXes auf Mail server, USERBOXes konfiguri erbar
(imDirectory i m Honedi rectory des Nutzers,
auf dem Mai |l server)

sieve: Server-seitige Mailfilterung
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